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Installation o ESET Mobile Se urit
Mini u s ste re uire ents
To install ESET Mobile Se urit or Windows Mobile our obilede i e ust eet ollowings ste
re uire ents:
e O eratings ste Windows Mobile 5 0 and later
e Pro essor 200 MHz
e Me or 16 MB
e A ailable rees a e25MB

Installation

Sa eallo endo u entsand exitall runninga i ations be ore installing You an install ESET
Mobile Se urit dire tI on ourde i eoruse our o utertoinstallit A tersu ess ul
installation a ti ate ESET Mobile Se urit b ollowing the ste sinthe Produ ta ti ation se tion

Installationon ourde i e

To install ESET Mobile Se urit dire t| on ourde i e download the .cab installation ile onto our
de i eb Wi- i Bluetooth USB iletrans erore ailatta h ent Go to Start>Progra s> ile

Ex lorertolo ate the ile

Ta the iletolaun htheinstaller and then ollow the ro tsin theinstallation wizard

Installing ESET Mobile Se urit
The Windows Mobile userinter a e ariesb de i e odel Theinstallation ile a a earina
di erent enuor olderon ourde i e

Installation rogress
A terinstallation ou an odi the rogra settings Howe er the de ault on iguration ro ides
the axi u le elo rote tionagainst ali ious rogra s

Installation using our o uter

To install ESET Mobile Se urit using our o uter onne t our obilede i etothe o uter ia

A ti eS n (in Windows XP) or Windows Mobile De i e Center (in Windows 7 and Vista) A ter the

de i eisre ognized runthe downloaded installation a kage (exe ile) and ollow the instru tions in

the installation wizard Laun hing the installer on our o uter Then ollowthe ro tson our
obilede i e



Uninstallation

To uninstall ESET Mobile Se urit ro our obilede i e ta Start>Settings ta theS ste tab
andthenta theRe o eProgra si on

The Windows Mobile userinter a e ariesb de i e odel Theseo tions a beslightl di erent
on ourde i e

Re o ing ESET Mobile Se urit
Sele t ESET Mobile Se urit andta Re o e Ta Yeswhen ro tedto onir the uninstallation

Re o ing ESET Mobile Se urit

Produ ta ti ation

A terasu ess ulinstallation ESET Mobile Se urit ustbea ti ated | ouarenot ro tedto
a ti ate our rodu t ta Menu>A ti ate

Progra a ti ation
There aretwo a ti ation ethods; the onethata liesto ou willde end onthe annerinwhi h
oua uired our ESET Mobile Se urit rodu t

A ti ation using login and assword

| ou ur hased our rodut ro adistributor oure ei edaloginand assword with our

ur hase Sele tthe Login/Password o tion and enter the in or ation oure ei edin the Login and
Password ields Enter our urrent onta taddressintheE ail ield Ta A ti ateto o letethe
a ti ation

A ti ation using registration ke

| oua uired ESET Mobile Se urit withanewde i e (orasaboxed rodut) oure ei eda
Registration ke with our ur hase Sele tthe Registration ke o tion enterthein or ation ou
re ei edintheKe ieldand our urrent onta taddressintheE ail ield Ta A ti ateto o lete
the a ti ation Your new authenti ation data (Login and Password) will auto ati all re la e the
Registration ke and will be sentto the e ail address ous e iied Inboth ases ouwillre ei ea
onir atione ailaboutasu essul rodu ta ti ation Ea ha ti ationis alid ora ixed eriodo
ti e Aterthea ti ationex ires it will be ne essar torenewthe rogra |li ense(the rogra will
noti  ou about thisinad an e) Duringa ti ation thede i e ustbe onne ted to the Internet A
s alla ounto data will be downloaded These trans ers are hargeda ordingto ourser i e
agree entwith our obile ro ider

U date

B de ault ESET Mobile Se urit isinstalled with an u date task to ensure thatthe rogra is

u datedregularl You analso eror u dates anuall A terinstallation were o end ou
runthe irstu date anuall Todoso ta A tion>U date

Settings
To on igure u date settings ta Menu > Settings > U date The Internet U date o tion enables or
disables auto ati u dates You ans e i theU dateSer er ro whi hu dates are downloaded



(were o  endlea ingthe de ault setting o updmobile.eset.com) To settheti einter al orthe
auto ati u dates use the AutoU date o tion

U date settings

To re entunne essar bandwidth usage irus signature database u dates are issued as needed
when a new threat is added While irus signature database u dates are ree with oura ti e

li ense ou a be hargedb our obileser i e ro ider ordatatrans ers

On-a esss anner

The On-a esss anner he ks ilesthat ouintera twithinrealti e ilesthatarerun o enedor
sa edare he ked orthreatsauto ati all S anningtakes la e be orean a tionis eror edon
a ile ensuring axi u  rote tion with de ault settings The Ona ess s anner laun hes

auto ati all ats ste startu

Settings
Ta Menu > Settings > On-a ess to enable or disable ollowing o tions: Enable On-a essS an-—1
enabled the On-a esss annerrunsin the ba kground Heuristi s —Sele tthiso tiontoa |
heuristi s anningte hni ues Heuristi s roa ti el identi new alwarenot etdete tedb the
irus signature database b anal zing ode andre ognizingt i al irusbeha ior Its disad antage is
that additional ti eisre uiredto o letethes an RunA ter Restart—1I sele ted the On-a ess
s anner willauto ati all starta terrestarto thede i e Dis la s anina tion status — Sele t this
o tionto show s an statusin the botto right orner while s anningisin rogress Show shell i on -
dis la sthe ui ka essi ono the On-a ess settings (in the botto right orner o the Windows
Mobile Starts reen) Show s lash s reen - this o tion allows outoturno the ESET Mobile Se urit
s lash s reen shown during the startu o ourde i e

On-a esss anner settings

On-de ands anner

You anusethe On-de ands annerto he k our obilede i e orthe resen eo iniltrations
Certain rede ined ilet esares annedb de ault

Running a wholede i es an
Awholede i es an he ks e or running ro esses
theirde endentd na i linklibraries (DLLs) and iles thatare arto internalandre o able
storage Torunawholede i es an ta A tion>S an>Wholede i e A e or s anisnot

er or edb de ault You anenableitin Menu > Settings > General

Running a wholede i es an
The rogra s anss ste e or irst(in luding running ro esses and their de endent DLLs) and
then s ans ilesand olders The ull athand ilena eo ea hs anned ile will be dis la ed brie |
Toabortas anin rogress ta A tion>S an>Sto S an

S anning a older

Tos ana arti ular olderon ourde i e ta A tion>
S an> older

Ta the older ouwishtos anandta Sele t



General settings
To odi s anning ara eters ta Menu > Settings > General

General settings

Sele tthe Show alert dialog o tiontodis la threat

alert noti i ations You ans e i ade aulta tionthatwillbe er or edauto ati all when

in e ted iles are dete ted You an hoose ro the ollowing o tions: Quarantine Delete Do
Nothing (notre o  ended)

The Stored Logs o tion allows outodeinethe axi u nu bero logsto bestoredinthe Menu >
Logs >S anse tion | the Me or S anisenabled thede i e e or willbeauto ati all s anned
or ali ious rogra s riorto

the a tual iles an | the Heuristi s o tionis enabled ESET Mobile Se urit will use heuristi

s anning te hni ues Heuristi sis an algorith -based dete tion ethod that anal zes ode and

sear hes ort i al irusbeha ior Its ain

ad antage is the abilit to identi ali ious so tware not

et re ognized inthe urrent irus signature database Its

disad antage is that additionalti eisre uiredto o letethes an The Ar hi e Nesting o tion
allows outos ei the

de tho nested ar hi estobes anned (The higher the

nu ber thedee erthes an )| the Ar hi e Deletion o tionis enabled ar hi e iles ( zip, rar and jar)
ontaining in e ted obje ts will be auto ati all deleted

Extensions settings

Tos ei the ilet estobes annedon our obile

de i e ta Menu > Settings > Extensions The Extensions window will be dis la ed showing the
ost o on ilet esex osedtoin iltration Sele tthe ilet es ouwishtos an ordesele tthe

extensionsto ex ludethe ro s anning | ouenablethe Ar hi eso tion allsu ortedar hi e
iles (zip rar and jar) will be s anned Tos an all iles desele tthe Extension sensiti e he kbox

Extensions settings

Threat ound

| athreatis ound ESET Mobile Se urit will ro t ou

to take an a tion

Threat alert dialog

Were o end ousele tDelete | ousele t Quarantine the ile willbe o ed ro its original
lo ationto uarantine | ousele tlgnore noa tion will be er or edandthein e ted ile will
re ainon our obilede i e

| anin iltration is dete tedinanar hi e(eg .zip ile)

the Delete ar hi e o tionisa ailable in the alert window Sele tthis o tion along with the Delete
o tionto delete all ar hi ed iles | ou disable the Show alert dialog o tion no alert windows will
be dis la ed during the urrents an (to

disable alerts orall utures ans see the General settings)

Quarantine



The aintasko the uarantineistosa el storein e ted

iles ilesshould be uarantinedi the annotbe leaned i itisnotsa eorad isable to delete
the ori the arebeing alsel dete tedb ESET Mobile Se urit iles stored in the uarantine
older anbe iewedinalogthatdis la sthedateandti eo uarantine and original lo ation o
thein e ted ile Too en uarantine ta Menu > View > Quarantine

Quarantine List
You anrestore uarantined ilesb ta ing Menu > Restore (ea h ile will be restored to its original
lo ation) | ouwishto er anentl re o ethe iles ta Menu > Delete

Anti-The t

The Anti-The t eature rote ts our obile hone ro

unauthorizeda ess | oulose our honeorso eonestealsitandre la es ourSIM ard with a
new (untrusted) one an Alert SMS will be se retl sentto ertain user-de ined hone nu ber(s)
This essage will in lude the hone nu bero the urrentl inserted SIM ard the IMSI
(International Mobile Subs riber Identit ) nu ber and the hone's IMEI (International Mobile

E ui entldentit )nu ber The unauthorized user will not be aware that this essage has been
sent sin eitwill be auto ati all deleted ro the Sent older

To erase all data ( onta ts essages a |i ations) stored

on ourde i eandall urrentl insertedre o able edia ou ansendaRe otewi eSMStothe
unauthorized user's obile nu berinthe ollowing or :#RC# DS password

where password is our own assword set in Menu > Settings > Password

Settings

irst set our assword in Menu > Settings > Password This assword is re uired when sending a
Re otewi eSMSto ourde i ea essingthe Anti-The tsettingson ourde i e

uninstalling ESET Mobile Se urit ro ourde i e Tosetanew assword t e our asswordin
New assword and Ret e assword ields The Re inder o tion (i set)dis la sahintin ase ou
donotre e ber our assword

To hange existing assword Enter urrent assword

irst and then ill in new assword

Please hoose our assword are ull as this will be re uired when uninstalling ESET Mobile Se urit
ro ourdeie

Setting a se urit assword
Toa essAnti-The tsettings ta Menu > Settings > Anti-The t and enter our assword To disable
auto ati he kingo inserted SIM ard (and ossible sending o Alert SMS) desele tthe Enable SIM
at hingo tion | theSIM ard urrentl insertedin our obilede i eistheone ouwishtosa e
as trusted he k the Current SIM is trusted he k box and the SIM will be sa ed to the Trusted SIM
list (Trusted SIM tab) The SIM Alias text box will be auto ati all illed with IMSInu ber | ouare
using orethanoneSIM ard ou a wanttodistinguishea honeb odi ingitsSIMAlias (e g
Office Home et ) InAlertSMS ou an odi thetext essage thatwill be senttothe rede ined
nu ber(s) a ter an untrusted SIM ardisinsertedin ourde i e

Anti-The t settings



The Alert Re i ients tab shows the list o  rede ined nu bers that will re ei e an Alert SMS a ter an
untrusted SIM ard isinsertedin ourde i e Toadd anewnu ber ta Menu>Add Toadd a

nu ber ro the onta tlist ta Menu>Add onta t

The Trusted SIM tab shows the list o trusted SIM ards Ea hentr onsistso the SIM Alias (le t
olu n)andIMSInu ber (right olu n)

Tore o eaSIM ro thelist sele tthe SIMand ta

Menu>Re o0 e

irewall

The irewall ontrols all inbound and outbound network tra i b allowing or den ingindi idual
onne tions

based on iltering rules

Settings irewall alert
To odi the irewall settings ta Menu > Settings > irewall

irewall settings

You an hoose ro the ollowing ro iles: Allow All - allows all network tra i Blo k All - blo ks all
network tra i Custo Rules-lets oude ine ourown iltering rules While in the Custo Rules
roile ou an hoose ro two iltering odes: Auto ati -suitable oruserswho re ereas and
on enient use o the irewall with no need to de ine rules This ode allows all outboundtra i or
theinboundtra i ou ansetade aulta tion (De ault Allow or De ault Blo k) in Beha ior o tion
Intera ti e-allows outo usto ize our ersonal irewall Whena o  uni ation withouta

orres onding rule is dete ted a dialog window re orting an unknown onne tionisdis la ed The
dialog window gi esthe o tionto allow or blo kthe o  uni ationandto reatearule | ou
hoose to reate arule all su h uture onne tions will be allowed or blo ked a ording to the rule

| ana i ation with an existing rule has been odi ied a dialog window gi es outhe o tionto

a e torden this hange The existing rule will be odi ied based on ourres onse Blo kroa ing
data-i enabled ESET Mobile Se urit auto ati all dete tsi ourde i eis onne tedtoa

roa ing network and blo ks bothin o ingand outgoing data This o tion does not blo k the data
re ei ed ia Wi- ior GPRS Allow this MMS onne tion - hoose a onne tion or

re ei ing MMS essagesinaroa ingnetwork MMS essages ro other onne tions will be

blo kedb ESET

Mobile Se urit Inthe Rulestab ou aneditorre o e existing iltering rules

irewall rules list
To reateanewrule ta Menu>Add illinall the re uired ieldsandta Done

Se urit audit

The Se urit audit he ksthe hone's status regarding batter le el bluetooth status ree disk

s ae et TorunaSe urit audit anuall ta A tion>Se urit audit A detailed re ort will be

dis la ed Se urit auditresults A green olor nextto ea hite indi atesthatthe alueisabo e the
threshold or that the ite does notre resentase urit risk Red olor eansthatthe alueisbelow
the threshold or that theite  ouldre resenta otential se urit risk



| Bluetooth Status or De i e Visibilit is highlightedinred ou anturno itsstatusb sele tingthe
ite and
ta ingMenu> ix Toseeea hite 'sdetails sele ttheite andta Menu > Details

The Running Pro esses o tion shows the list o all
ro esses runningon ourde i e Toseethe ro essdetails(ull athna eo the ro essandits
e or usage) sele tthe ro essandta Details

Settings

To odi Se urit audit ara eters ta Menu > Settings > Se urit audit | the ixauto ati all
o tionis enabled ESET Mobile Se urit will auto ati all atte tto ixtheite satrisk(eg
bluetooth status de i e isibilit ) without user

intera tion This settingonl a liestoanauto ati

(s heduled) audit

The Audit Period o tion allows outo hoose how o ten

the auto ati audit willbe er or ed | ouwish to disable the auto ati audit sele t Ne er You
an adjust the threshold alue at whi h the ree DiskS a e and Batter Le el will be onsidered as
low

Inthe lte stoAudittab ou ansele ttheite stobe

he ked during the auto ati (s heduled) se urit audit

Antis a
The Antis a odule blo ks unsoli ited SMS and MMS essages sentto our obilede i e
Unsoli ited essages usuall in lude ad ertise ents ro obile honeser i e ro idersor
essages ro unknown oruns e iied users
Ta Menu > View > Statisti s to see statisti al in or ation aboutre ei ed and blo ked essages In
the Antis a settings (Menu > Settings > Antis a ) the ollowing iltering odes are a ailable:
Blo k unknown onta ts —Enable thiso tiontoa e t essagesonl ro onta tsin ouraddress
book Blo k known onta ts — Enable thiso tiontore ei e
essagesonl ro sendersnotin ludedin ouraddress book Enable both Blo k unknown onta ts
and Blo k
known onta tstoauto ati all blo kallin o ing
essages Disable both Blo k unknown onta ts and Blo k
known onta tstoturno theAntis a Allin o ing essageswillbea e ted The Whitelist and
Bla klist entries o erride these o tions (see Whitelist / Bla klist se tion)

Whitelist / Bla klist

The Bla klistisalisto honenu bers ro whi hall essagesareblo ked Entries listed here

o erride all o tionsinthe Antis a settings (Settings tab) The Whitelistisalisto hone nu bers
ro whi hall essagesarea e ted Entries listed here o erride all o tions in the Antis a
settings (Settings tab) To add a new nu ber to the Whitelist/Bla klist sele tthe tab or the list ou
wishto odi andta Menu>Add Toaddanu ber ro the onta tlist ta Menu>Add onta t
Adding anu ber/ onta tto the bla klist will auto ati all andsilentt o e essages ro that
sendertotheS a older



10 3 Lo atings a essages

TheS a olderis used to store blo ked essages ategorizedass a a ordingtothe Antis a
settings The olderisauto ati all reated whenthe irsts a essageisre ei ed Tolo ate the
S a olderandre iew blo ked essages ollow the ste sbelow: 0 enthe rogra ourde i e
uses or essaging e g Messaging ro theStart enu Ta Text Messages (or MMSi ou wish to
lo ate the

MMSS a older) Ta Menu>GoTo> olders (or Menu> oldersonthes art hones) Sele t
theS a older

Deleting s a essages

To deletes a essages ro our obilede i e ollow

the ste s below:Ta Menu >Settings > Antis a ro the ESET Mobile Se urit ain window Ta
Purges a Ta Yesto onir thedeletiono alls a essages

Viewing logs and statisti s

The S anlog se tion (Menu > Logs >S an) ontainslogs ro iding o rehensi e data about

o leteds antasks Logsare reatedaterea hsu ess ulOn-de ands anorwhenanin iltration
isdete tedb the On-a esss an Allin e ted iles are highlighted inred Atthe endo ea hlog
entr isanex lanationo wh the ile wasin luded in the log

S anlogs ontain: log ilena e (usuall inthe or Scan.Number.log); date andti e o thee ent;
listo s anned iles; a tions er or ed orerrors en ountered during the

s an

The Se urit audit log se tion (Menu > Logs > Se urit audit) stores all se urit audit results ro
both auto ati (s heduled) auditand anuall triggered audit

Se urit auditlogs ontainlog ilena e (inthe or auditNumber.log) date andti e o audit
detailed results

The irewall Log (Menu > Logs > irewall) ontains the in or ation about the irewall e ents blo ked
b ESET Mobile Se urit Thelogisu datedatere er o uni ation er or edthrough the
irewall Newe entsa earontheto o thelog irewall Log ontains:dateandti eo thee ent;
na eo theruleused;a tion er or ed(based on the rule settings); sour e IP address; destination
IP address; roto ol used

irewall log

The Statisti ss reen (Menu > View > Statisti s) dis la sasu ar o: iless annedb theOn-a ess
s anner; re ei edandblo ked essages; uarantined iles; re ei ed and sent data through irewall

| ouwishtoreset urrentstatisti s ta Menu > Reset ounters All statisti al data get al ulated
starting ro the latestrestarto thede i e

Statisti s

The Conne tions se tion (Menu > View > Conne tions) dis la sthea li ations used or sending and
re ei ing

data In or ationin ludes:na eo the ro ess a ounto datasend a ounto datare ei ed

Troubleshooting



This se tion ro ides solutionsto o on uestions related to ESET Mobile Se urit

Unsu ess ul installation

The ost o on auseo anerror essagedis la ed during installation is that the wrong ersion
o ESET Mobile Se urit has been installed on our de i e When downloading the installation ile
ro the ESET website lease ake sure ouare downloadingthe orre t rodu t ersion or our
deie

Conne tionto u date ser er ailed

This error essageisdis la edateranunsu ess ulu dateatte ti the rogra isnotableto
onta tthe u dateser ers Tr the ollowing solutions: Che k our Internet onne tion—o0 en our
Internet browser to http://www.eset.comto eri that ouare onne ted to the Internet Veri

thatthe rogra isusingthe orre tu dateser er—ta Menu > Settings >U date and ou should

see updmobile.eset.com in the U date Ser er ield

Ti eout downloading ile
The Internet onne tion was unex e tedl slowed down orinterru ted during the u date Tr torun
the u date again later lease

U date ile issing

| ouaretr ingtoinstall new irussignature database ro theu date ile (esetav wm.upd) the
ile ustbe resentinthe ESET Mobile Se urit installation older ( \Program Files\ESET\ESET Mobile
Security)

Database ile orru ted
The irus signature database u date ile (esetav wm.upd)is orru ted You needtore la ethe ile
and run the u date again

Te hni alsu ort

orad inistrati e assistan e orte hni alsu ortrelated to ESET Mobile Se urit oran other ESET
se urit rodu t our Custo erCares e ialistsare a ailableto hel To ind a solutionto our

te hni alsu ortissue ou an hoose ro the ollowing o tions: To ind answers to the ost

re uentl asked uestions a essthe ESET Knowledgebase at: http://kb.eset.com The
Knowledgebase ontains an abundan e o use ulin or ation orresol ingthe ost o  onissues
with ategories and anad an ed sear h

To onta tESET Custo erCare usethesu ortre uest or a ailable at:
http.//eset.com/support/contact.php



